This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 



Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 



BLACK BORDERS 

TEXT CUT OFF AT TOP, BOTTOM OR SIDES 
FADED TEXT 
ILLEGIBLE TEXT 
SKEWED/SLANTED IMAGES 
COLORED PHOTOS 

BLACK OR VERY BLACK AND WHITE DARK PHOTOS 
GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



DESIGNATION OF INVENTORS 



FIRST INVENTOR: 

NAME: Krzysztof BILINSKI 

ADDRESS: 66-008 Wilkanowo 

ul . Kosowa 2, Poland 

CITIZENSHIP: 

SECOND INVENTOR: 

NAME: Andrew N. RYBICKI 

ADDRESS: 2 5F, 192, Chung Cheng Road, Section 2 

Shih Lin District 
Taipei, Taiwan 

CITIZENSHIP: 

PRIORITY: POLISH PATENT APPLICATION NO. 357174 

Filed: NOVEMBER 18, 2002 

TITLE: PROCESS FOR SAFE PROCESSING OF AUDIO/VIDEO DATA AND 

METHOD OF PROTECTING AUDIO/VIDEO DATA IN AUDIO/VIDEO 
DATA PROCESSOR 



PROCESSOR FOR SAFE PROCESSING OF AUDIO/VIDEO..DATA AND METHOD 
OF PROTECTING AUDIO/VIDEO. DATA IN AUDIO/VIDEO DATA PROCESSOR 

BACKGROUND OF THE INVENTION 

1. Field of the invention. 

The current invention relates to a processor for safe processing of audio/video 
data and method of protecting audio/video data in the audio/video data processor, 
especially for processing digital television signals, such as MPEG signals, designated 
for application in DVR (Digital Video Recorder) or PVR (Personal Video Recorder) 
systems that store the received television signals. 

2. Brief Description of the Bac kground of the Invention Including Prior A rt 

The US patent No. US5S729.77 ''Single System Computer Having Integrated 
MPEG and Graphical; Processors ? presents a\ single-chip integrated computer 
system, comprising a CPU. (Central Processing Unit) and specialized co-processors 
for graphical operations. The system has many advantages, such as a better 
utilization of resources, faster access to storage, smaller number of external 
connections and Increased security of the processed information. 

This chip is an example, of one of many single-chip systems available 
presently on the market; -..■which-.-:-. contain an integrated; CPU and other blocks 
supporting operation of specific functions, such as managing transport of data, 
system control, MPEG decoding , PALVNTSC coding, etc. From the point of view of a 
broadcaster of television signals, such systems do not assure safe signal processing, 
record and playback at "he signal receiver; ■ . 



The .British patent .application No. GB2343074 "Concurrent recording and 
playback of broadcast -material" presents a logical organization of a PVR device, 
designed for concurrent recording and playback of broadcast material are presented. 
The device contains a signal-recording buffer for concurrent signal recording and 
playback, which enables a time shift between signal receipt and display. This enables 
watching a video transmission, for example, with a one-minute delay in relation to the 
broadcast signal, which is being recorded all the time. The device temporarily records 
a video material in the record buffer such as the external RAM or a hard disk. 
However, the device does not comprise means, which would increase the security of 
processed signals. 

The US patent, No. US5802268, "Digital Processor with Built-in EEPROM" 
presents; ^configuration of a processor MFa7built : in^EEPROM-type memory, as well 
as a method of recording and reading information from this memory. Such a 
processor in many applications may not require any external memory, which 
simplifies system design and reduces costs. However, the presented solution 
describes only a method of operating the EEPROM, and is not concentrated on any 
specific application. Especially, it does not mention processing of audio/video data 
and safe data transmission between the broadcaster and the recipient of the signal. 

There are many well-known methods of protecting data in PVR systems. 

One of the methods utilizes additional scrambling (to the system internal 
format) of data recorded in the mass storage/ which requires computing power and 
specialized systems for scrambling and descrambling operations. 
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-Another method utilizes recording data scrambled by codes recorded on 
Smartcards. However, if the codes are changed by the broadcaster, data, which was 
scrambled by old codes, cannot be descrambled. 

v 

The known PVR systems store data in storage devices such as hard disks or 
memory cards. Such storage means are exposed to unauthorized access/therefore 
data recorded on them may be not secure. This is especially the case with the 
application of conventional hard disks equipped with commonly applied and 
accessible data interfaces, e.g. ATA. 

The known digital television decoders (also called set-top boxes or integrated 
receiver decoders), comprise internal modules such as the signal reception block 
(comprising a tuner and a demodulator), external device interfaces (such as 
Ethernet, USB or RS-232 ports, remote control; keyboard, hard disk, Smartcard), the 
output TV signal coder, as well as a memory block, comprising RAM, ROM and 
Flash-type memories. Communication between the particular systems of such a 
decoder is carried out via specific data buses. The memory blocks add to the total 
cost of the system. Moreover, since they are external to the main system processor, 
data transmitted between the processor and memory may be subject to unauthorized 
access. 

SUMMARY OF THE INVENTION 
1. Purposes of the Invention 

It is an object of this invention to provide, a processor for safe processing of 
audio/video data, allowing data to be protected from unauthorized access. 
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It is another object .of this invention -to tprovide a method for .protecting 
audio/video data in the -audio/video data processor, allowing the broadcaster to 
decide, which broadcast data can be stored only in the secure medium. 

2. Brief Description of the Invention 

A processor for safe processing of audio/video data, according to this 
invention, comprises a descrambler, a decoder, an A/V converter, an internal 
memory module, enabling recording at least one audio/video data stream and 
simultaneous playback of at least one recorded audio/video data stream with a 
controlled delay, a data transfer controller, controlling the transfer of audio/video 
data streams between the descrambler, the internal memory module and the 
decoder, where,:^ to one of the inputs of the 

data transfer controller, one of the outputs of the data transfer controller is connected 
to the input of the decoder, the data transfer controller is connected bidirectionally to 
the internal memory module, and the output of the decoder is connected to the input 
of the A/V converter. 

Furthermore, the processor can comprise an external memory interface 
connected bidirectionally to the external memory module, enabling recording at least 
one audio/video data stream and simultaneous playback of at least one recorded 
audio/video data stream with a controlled delay, where the external memory interface 
is further bidirectionally connected with the data transfer controller and the internal 
memory module. 

In another aspect of the present invention, a method of protecting audio/video 
data in a processor for processing audio/video data, transmitted between the 
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.broadcaster and the receiver, withrthe use of a security tag, by which -the selected 
data streams, are 'tagged, comprises the steps of checking in the data flow controller 
of the processor if the received audio/video stream contains a security tag, and 
depending on the status of the tag, allowing the audio/video data stream to be 
recorded only in the internal memory of the processor or allowing the audio/video 
data stream to be recorded either in the internal memory of the processor or the 
external memory module, coupled with the processor via an external memory 
interface built in the processor. 

Furthermore, in the event of lack of the security tag in the processed 
audio/video data stream, the method further comprises the step of allowing the 
audio/video data stream to be recorded either in the internal memory module or in 
the ;external memory module, or in another embcdiment, allowing the audio/video 
data stream to be recorded only in the internal memory module. 

Furthermore, in the event of presence and active state of the security tag in 
the processed audio/video data stream, the method further comprises the steps of 
allowing the audio/video data stream to be recorded only in the internal memory 
module. In the event of the presence and inactive state of the security tag in the 
processed audio/video data stream, the method can allow the audio/video data 
stream to be recorded either in the internal memory module or in the external 
memory module. 

BRIEF DESCRIPTION OF THE DRAWINGS 
In the accompanying drawings one of the possible embodiments of the 
present invention is shown where: 



'Fig. 1 shows a schematic of ,an .audio/video processor according *.to the 
invention; 

Figs. 2A and 2B show a memory system of a digital television decoder; 
Fig. 3 shows an algorithm of a safe method of audio/video data processing 
with the use of a security tag. 

DESCRIPTION OF INVENTION AND PREFERRED EMBODIMENT 
Fig. 1 shows a processor 101 for safe audio/video data processing. It 
comprises a descrambler 102,. a decoder 103 , an AA/ converter 104 for converting 
the decoded audio/video data to the format of the TV set, a data transfer controller 
105 , an internal AA/ memory module 106 . 

■ • Scrambled- and coded data.. are delivered: "to- the- descrambler 102 of the 
processor 101 via an external bus 107, as data streams, for example in MPEG 
format 

The output of the descrambler 102 is connected to one of the inputs of the 
data transfer controller 105, whose one of outputs is connected to the input of the 
decoder 103 . 

The controller 105 is also coupled bidirectionally with the internal AA/ memory 
module 106 . preferably of a large capacity. The A/V memory module 106 is 
designated for storage of audio/video data. 

The output of the decoder 103 is connected to the input of the AA/ converter 
104 , The A/V converter 104 is designated for converting the decoded signal to the 
format of the external TV set, which is connected to its output. 

Furthermore, the processor 101 comprises an external memory interface 108 . 
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The^external -memory module .109 is connected .bidirectionally 'to :this interface 
108 . The data transfer controller 105 and the internal memory module 106 are 
connected bidirectionally to this interface 108 . 

The scrambled audio/video MPEG data streams are deciphered by the 
descrambler 102 by means of codes stored • for example on Smartcards. The 
descrambled signal, is completely safe inside the processor 101, it can be 
transmitted to the decoder 103 or stored in the internal memory module 106 . 

Depending on the settings of the device in which the processor 1Q1 is 
employed (for example, a digital television decoder), the controller 105 controls 
transfer of data between the descrambler 102 , the internal memory module 106, the 
external memory interface 108 and the decoder 103 . 

. Such' a processor can manage for example, three aiidio/ video data streams. •. 
• Two streams can be recorded, and one can be read from the internal memory: 
106 , Such a situation may take place when the user is recording one program and 
watching a second one, time-shifted. 

The signal from the controller 106, after decoding in the decoder 103 , is linked 
with other elements, such as OSD graphics, and converted in the A/V converter 1 04 
to the format of the external TV set, which is connected to its output. 

The controller 105, controls the recording and playback of the MPEG data, 
depending on the current status of the device. The status is understood as the device 
configuration, i.e. the capacity of internal memory 106 , the presence of an external 
memory 109, and configuration settings, programmed by the user of the device 
modules. 
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Depending onlheneeds.and requirements of the user/the controller 105 may 
control both the internal memory module 106 , as well as the external memory 
modules, such as hard disks. Therefore, for the needs of controlling the external 
memory module 109, the external memory interface 108 is also built in the processor 
101 . 

The processor 101 for safe processing of audio/video data, according to the 
invention, may thus be used in the above-described method in the known digital 
television decoders and in other electronic systems, supporting the MPEG format. 

Fig. 2A shows a memory system of a device for processing audio/video data, 
with a standard processor. The memory system of a processor 201A employed in 
r. such a device* comprises RAW: 202 A and Cache 203 A memory blocks, as weil as an 
externa! memory interface 204A . The RAM 202A and Cache 2 03 A memory , blocks 
are utilized to accelerate the operation of the processor, by storing the code and data 
which are most often executed or utilized. These systems are connected via a data 
bus 207A . The external memory interface 204A may operate external memory 
modules, either RAM-type 207A (e.g. SRAM, DRAM) and ROM-type 206 (e.g. ROM, 
EEPROM or Flash). 

Fig. 2B shows a memory system of a device for processing audio/video data, 
with a processor according to the invention. The processor 201B has elements 201B 
- 207B similar to elements of processor 201 A . Moreover, it comprises an internal AA/ 
memory 208B, which is used for storage of audio/video data streams. It may be 
implemented in a form of RAM or Flash-type memory. 
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The -application of : an additional storage inside 'the .processor has many 
advantages, which include: 

increased speed of operation of the system - data from the internal 

memory is transmitted by means of the internal data bus; 

reduced cost of the device (e.g. a digital television decoder) - the 

processor with the built-in internal memory is cheaper than a standard 

processor coupled to an additional external memory; 

reduced space occupied by chips; 

if the capacity of the internal memory is large, there may be no need for 
external memory modules, such as a hard disk, 
no need for modules controlling external memories, e.g. a storage 
'VGontooiler-Gre^ 

- - reduced number .of processor pins, when no external memory is 
supported - the pins for external memory are no longer needed; 

Data storage in external memory is not fully secure. By implementing the 
method according to the invention, which is described below, data storage security 
may be increased as compared to current systems. The method utilizes a processor 
described above, which enables to store data either in the internal memory 106 or 
the external memory 109 . 

The method allows the broadcaster todecide, which broadcast data can be 
stored by the user only in the secure medium, such as the internal memory module 
106 of the processor 101 . 
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To -enable this, there is a security tag, transmitted inihe stream, informing the 
digital television decoder whether the broadcast material can be recorded in the 
external memory module 109 or not. Data, stored in the external memory, could be 
copied, therefore it is not secure. 

Fig. 3 shows an algorithm of a safe method of audio/video data processing 
with the use of a securitytag. 

In the first step of the procedure, 301, the controller 105 of the processor 101 
checks whether the processed signal contains a security tag. If so, the tag status is 
read in step 302 and checked in step 303. 

The tag status is used to decide if data can be recorded in the internal memory 
106 only, or either in. the internal memory ^06 or the externa! memory 109.; (if such > 

memory is available): 

In case the security tag is present and active, data may be stored only in the 
internal memory 106 , which is enabled in step 304. 

In case the security tag is present and inactive, it is checked whether the 
external memory is available 305. In case the external memory 109 is not available, 
data may be stored only in the internal memory 106. Otherwise, data may be stored 
either in external memory 109 or internal memory 106. 

In case the security tag is not transmitted by the broadcaster, data can be 
recorded either in the internal memory 106 or in the external memory 109, as it is 
shown in Fig. 3. In another embodiment (not shown in the drawing), providing 
increased security of data, when the tag is not transmitted, data might be stored only 
in the internal memory module 106. 
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The solutions .according to the invention allow for safe processing of 
audio/video data transmitted between the broadcaster and the receiver, such as data 
related to television programs. 

Integration of the internal memory module in the processor, contributes to the 
simplification of the construction of the entire device, which, in effect, results in a 
decrease of failure probability and costs reduction. 

The security of the stored data is increased due to the fact that data is 
accessible only to the processor and may not be read from outside for unauthorized 
copying. Since data stored in the internal memory is secure, it may be stored in a 
descrambled form, which makes its processing considerably easier. 

/ XheJntern3l..memcry.^ iarge capacity, allowing for 

provide the functionality of a typical PVR system. The current technology allows for 
producing a solid memory storage with a capacity of a few Gigabytes. However, with 
a further increase of its capacity and reduction of the size of the chip, it will be 
possible to equip the processor, with the memory of capacity of several dozens or 
several hundreds of Gigabytes, which could easily replace expensive external 
devices, used currently for storing data in the PVR systems. 

Processors, utilized in present PVR systems, operate external device storing 
data, thus they must be equipped with an interface for communication with the 
storage device. If, however, according to the invention, a large capacity storage is 
applied in the processor itself, it may be no longer necessary to utilize external 
memory, as well as its interface (for example, ATA in case of hard disks). 
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The method according to the invention allows the broadcaster -to label the 
broadcast programs with a security tag, so that the content not designated for 
copying, e.g. prime films, is not accessible in the digital form outside of the processor. 
On the other hand, the content, which is acknowledged by the broadcaster as 
allowed to be copied, e.g. news or advertisements, may be stored on external 
memory carriers. 
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